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(202) 828-5519

Marlene H. Dortch, Secretary
Office of the Secretary
Federal Communications Commission
445 12'h Street, S.W.
Washington, DC 20554

Re: Kotana Communications, Ine.
Seetion 64.2009(e) CPNI Certification Filing
EB-08-TC-4411
Request for Waiver

Dear Ms. Dortch:

Kotana Communications, Inc. ("Kotana"), by its attorneys, hereby submits its annual
CPNI Certification for 2007, and a request for a waiver of section 64.2009(e) of the
Commission's rules,

For the reasons set forth in its response to the FCC's CPNI Inquiry dated September 5,
2008 (File No. EB-08-TC-44 I I), which is incorporated herein as if fully set forth, Kotana hereby
requests a waiver of Rule Section 64.2009(e) to permit the late-filing of the instant report. For
good cause shown, it is respectfully submitted that the public interest would be served by a grant
of this request.

In other instances, the Commission has granted waivers to allow the late filing of required
documents when the public interest is service by allowing such filings. See, e.g., In the matter of
Forty-one Late-Filed Applications for Renewal ofEducational Broadcast Service Stations, DA



07-205,22 FCC Rcd 879, (Jan. 25, 2007); Junior College District ofMetropolitan Kansas City,
Missouri, DA 06-2381, 21 FCC Rcd 13770 (WTB 2006); City Page & Cellular Services, Inc.
d/b/a City Beepers, DA 02-3558, 17 FCC Rcd 26109 (WTB 2002)(Long form application
deadline waived because applicants were unaware of deadline); NPCR, Inc., Petition for Waiver
ofRule Section 54.8026, DA 07-110,22 FCC Rcd 560, (WCB 2007)(ETC Certification report
deadline waived).

If you have any questions regarding this matter, please contact me.

Respectfully submitted,

Richard D. Rubino
Attorney for Kotana Communications, Inc.
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Marlene H. Dortcn, Sectetary
Federal Communloations Commission
Office of the Sec!'eiat'y
445 12th Street, SW
Washington, DC 20554

A!!1!!liWliil 47 C.F.JiL § 64.21109(e) C:i:'m Ce~llfleilldllI(j

M:.B D@cket 06":16

Annual 64.2009($) CPNI Certification for 2007

Date of execution: September Ill, 2008

Name of Company ooveted by this certification: Kotana COlM.1umcadons, Inc.

Fonn 499 Filer ID: 815422

Name of Officer signing: E. Ward Koesel'

Title of Officer sig.."1ing: Vice President

I, B. Ward Koegel', certify lhJlt I am an officer of the COlrrpany named above, and. acting
as an agent of the Company, that I have personal k.nowledge that the Company has estllblished
operating procedures thetl are adequate to ensure compliance with the Commission's CFNX rtlles.
See 47 C.F.R. § 64.2001 et seq,

Attaohed to this certltkalion as Exhibit 1 is 8.1l acoompllnying statement explaining how
the Company's procedures ensure that the Compll..'lY is in compliance wit1J. the requirements set
forth in section M.2001 ,zt seq. ofthe;; Commission's !'ules,

The Company has !let tfiken any acdons (proceedings instituted or petitions flied by til

COlllpany at either slate corfiJllissioll, the cowt system, or at the Commission against data
brokers) against data brokers in the past year. Companies must report on any information that
they have with j'espec! to the processes pretexters are using to attempt to access ePNI, and what
steps companies are t&~ing to protect CPNI.

The Compbiny has B,ot received. any customer c01uplair.rl$ in the past yeM cOllcenili"ig the
unauthorized release of CPNI (number ofcustomer complaints" company has reoeived related to
unauthorized access to CPNI, or unauthorized disclosure of CPNI, h1'okel1 down by category or
coroplflint, e.g., instances of imp1'oper access by employees, insta."lces of improper disclosure to
individuals not authorized to recdve th<:> information, or instances of improper access to onllne
information by indiviauals not ~uthorized to view the lnfol'1llation).

" . ,C7> ~ . \\ \\ '-/J
Signed '-- 0-.J~~"

==0.

cc: Telecommunications Consumers Division, Enforcement Bvxeau
Best Copy and Printing, Inc.



Exhibit 1

KOTANA COMMUNICATIONS, INC.

STATEMENT JEXPLA~NJlNG HOW THE COMPANY'S OPERAtING PROCEDURES
ENSURE COMPUANCE WITH THE FCC'S Cll'li RULES

I. Cllstowel' I'I'Opdlltlary Netwol'k Information ("CrNI")

CPNI is defined in Section 222(f) of the Communications Act as (A) information that relates
to the quantity, techllicm col'lfigutation, type, destination, and. amount of use of a
teleCOl11lUunications service subscribed to by auy customer of a telecoU1lUUUications carrier,
and that is made available to the can'icr by the customer solely by vhtl.le of the carlie!'­
customer relationship; !lnd (B) information contained in the bills pertaining to telephone
exchange service or telephone toll service received by a customer of a carrier (except that
CPN! does not include subscriber list information).

Generally, ePNI includes personal information regarding a collsumer's use of his or her
telecommunications services. CPNI encompasses information slIch as: (a) the telephone
numbers called by It consumer; (b) the telephone numbers calling a customer; (0) the time,
location and duration of a consumer's outbound and inbound phone calls, and (d) the
telecon1lUunications and info!'mation services jlUl'chased by a consume!'. TIle only CPNI
gene!'ated by the Company is the telecommunications and information services jlUl'chased by
a consutller.

Call detail Information (also known as "call records") is a category of CPNI that is
particularly sensitive from a privacy SUk'1dpoillt and that is sought by pl'etexrets, hackers and
other unauthorized entities for illegitimate purposes, Call detail includes any ilrt'ormation
that pertmns to the transmission ofa specific telephone cml, including the nutllber called (for
outbound calls), the nru:nber from which the cml was placed (for inbound calls), aud the date,
time, location a.nd/or duration of the oall (for all omls). The Company does not generate any
eml detail information.

The Compll1lY recognizes that CrN! inoludes information that is personal and individually
identifiable, and that privacy concerns have led COllgress and the FCC to impose restdction,~

upon its use and disclosure, and upon the provision of access to it by individuals or entities
inside lI1ld outside the Company.

The Company has designated a ePNI Compliauce Officer who is responsible for: (1)
cOn1lUunicating with the Company's attomeys regarding CFNI responsibilities, requirements
and restrictions; (2) supervising the training of auy Company employees and agents who use
OJ' have access to CPNI; (3) supervising the use, disclosUl'e, distribution or access to the
Company's CPNI by independent contractors and joint veni1rre pa,,'iners; (4) maintaining
recQrds regarding the Use of Cl?Nlin any marketing campaigns the Company might conduct



in the future (it has conducted nOlle for some time); and (5) receiving, reviewing and
resolving questions or issues regarding use, disclosure, distribution or provision of access to
CPNI.

Company employees and agents that may deal with epN! have been Informed that there are
subs!llntial federal restrictions upon ePNI use, distribution and access. In order to be
authodzed to use or access the Company's CPNI, employees and agents must receive
training with respect to the requirements of Section 222 ofthe Communications Act and the
FCC's ePN! Rules (Subpart U ofP!!li 64 of the FCCRules).

If all agent, indepe-J1dent contractor or joint venture partner ever receives or is allowed to
access or use the Company's CPNI, the agent's, independent contractor's or joint venture
partner's agreement with the Company must contain provisions (or the Company and the
agent, Independ<'int contractor or joint venture partner must enter into all. additional
confidentiality agreement which ptovides) that: (a) the agent, independent contractor or joint
venture partner may use the ePNI only for the purpose for which the CPNI has been
provided; (b) l1le agent, independent contractor or joint venture partner may not disclose or
distribute the ePN! to, or allQW access to the CPN! by, any other party (unless the agent,
independent contractor or jot'lt venture palinel' is expressly and specifically required to do so
by a COUlt order); and (c) the agent, independent contractor or joint venlure partner must
implement appropriate and specific safuguards accep!llble to the Company to ensure the
confidentiality of the Company's CPNI.

m. ProteetiolJ. of Cl"NI

1. The Company may, after receiving an appropriate written request from a customer,
disclose or provide the custumer's CPNI to the customer by sending it to the customer's
address or record, Any and all such customer requests: (1) must he made in writing; (2) must
include the customer's cm:rect billing name and address illJ,d telephone nlllUber; (3) must
specify exactly what type or types of CPNI must be disclosed or provided; (4) must specifY
the time period for which the CPN! must be disclosed or provided; and (5) must be signed by
the customer.

2. The Company w!1l provide a customer's COO to a law enfurcement agency In accordance
with applicable legal reqml'(~menlll.

3. The Company does not have any call detni1 information, and therefore has not collected
any customer passwords and/or "shared secret" question-answer combinations from any of
its customers in order to authenticate the Identity of customers requesting call detall
information over the telephone.

4. Company employees authenticate all telephone requests for CPNI either (a) by send the
requested information to the customer's postnl or electl'Onic "address of record" (see
definition above);" or (b) by call the customer back at the customer'~ "telephon<;l llumber of
record" (see definition above) with the requested information.



5, The Company has adopted a policy that it does not and will not use, disdose or permit
access to CPNI by an affiliate,

6, When an existing customer calls the Company to inquire abont or order new, additional or
modified services (in-bound marketing), the Complllly may use the customer's CPNI other
thlID call detail ePNI to assist the customer fo1' the duration of the customer's call if the
Company provides the customer with the oral notice required by Sections 64,2008(0) and
64.2008(1) oftlle FCC's Rilles and after the Company authenticates the cllstomel'.

7. The Company has adopted a policy that it does not lIDd will not use, disclose, or permit
access to CPNI in oormection with Company-initiated marketing of services to which a
customer does not already subscribe from the Company (out-bound marketing).

8. The Company's employees and hilling agents may use CF'N! to initiate, rendel~ bill alld
collect for telecOlmnUnlCatiOl'ls services, The ComplIDY may obtain information from new or
existing customers that may constitute CPNI as pmi of applications or requests for new,
additional or modified services, and its employees m,d agents may use Such customer
information (without further customer approval) to initiate llJ1d provide the services.
Likewise, the Company's employees and billing agents may use customer service llJ1d calli\1g
records (without customer approval): (a) to bill customel'S for services rendeNd to them; (b)
to investigate lind resolve disputes with customers regarding their bills; lIDd (c) to pursue
legal, arbitration, or other processes to collect Ime or unpaid bills from customers.

9. The Company's employees and agents may use CPNI without customer approval to
protect the Company's rig!lts or property, and to protect users and other carders from
fraudulent, abusive or illegal use of (or subscription to) the telecommunications service from
which 1he erNl is derived. Because allegations and investigations of ftaud, abuse and illegal
use constitute very sensitive matters, any access, use, disclosure or distribution of CPNI
pursuant to tl>Js Sectioll must be expressly approved. in advance m,d in writing by the
CompllJ1Y's CPN! Complim,ce Officer.

10. The Company's employees, agents, independent contractors !Illd joint venture partnel'S
may NOT use CPNl to identify or track customers who have made oalls to, or received calls
from, competing Calners. Nor may the Company's empioyees, agents, independent
contractors or joint venture partners use or di~close CPNI for personal reasons or profit.

1L Company polley mandates that files containing CPN! be maintained in a secure marmer
such that they cannot be used, accessed, disclosed or distributed. by unauthorized individuals
or in an tmauthorized marmer.

12. Paper files containing ePNI are kept in secure l!1eas, and may not be used, removed, or
copied in an unauthol'ized mariller.

13. Company employees, agents, independent contractors and joint venture part-llers are
required to notify the CPNI Complim,ce Officer of any access or security problems they
encounter with respect to files containing CPNI.



14. After December 8, 2007, the Company will notify customli)l:S ill:lll:lediately of certain
changes in their aocounts that may affect privacy or security matters.

a. The types ofchanges that require immediate notification include: (a) change 01' request
for change of the customer's password; (b) change or request for change of the
customer's address ofrecord; (c) change or request fur change ofany significant element
of the customer's online account; and (d) a change or request for change to ·the
customer's responses with respect to the back-up means of authentication for lost or
forgotten passwords.

b. 'The notice may be provided by: (a) a Company call or voicemail to the customer's
telephone num.ber of record; (b) a Company text message to the customer's telephone
number ofreoord; or (c) a written notice mailed to the customer's address ofrecord (to
the customer's prior address of record If the change includes a change in the customer's
address ofrecord).

c. The notice must identifY only the general type of change and must 110t reveal the
changed information.

15. Since Decemb"r g, 2007, the Company must provide an initillinotice to law enforcement
and a subsequent !Iotice to the custOmer if Ii security breach results in the disclosure of the
customer's COO to a third party without the customer's authorization.

a. As soon as practicable (and in no event more than seven (7) days) after the Company
discovers that $, person (without authorization or exceeding authorization) has
intentionally gained access to, used or disclosed CPNI, the Company must provide
electronic notification of such breach to the United States Seoret Service and to the
Federal Bureau of Investigation via a central reporting facility accessed through a link
maintained by the FCC at httv:ffwww,fcc.gov/ebfClmi.

16. Since December 8, 2007, the Company will provide customers with access to erN! at its
retail locations if the customer presents a valid photo mand the valid photo 10 matches the
name on the accomrt.

17. Since December 8, 2007, the Company takes reasonable measures to discover and protect
against activity that is indioative of pl'etexting including requiring Compa-'l.Y employees,
agents, independent contractors and joint venture partners to notifY the ePNI Compliance
Officer immediately by voice, voicemail or email of: ea) any suspicious or unusual call
requesting a customer's call detail information or other CPNI (ino1uding a call where the
caller furnishes an incorrect password or inconect answer to one or both ()f the "shli)l:ed
secret" question-$J.swer combinations); (b) any suspicious or unusual attempt by an
individual to change a customer's password Of account information (including providing
inadequate or inappropriate identification or incorrect "address or record," "telephone



number of record" or other significant service infol1nation); (c) any and all discovered
instances where access to the Company's electronic files or databases containing passwords
or CPNI was denied due to the provision of incorrect logins and/or passwords; and (d) any
complaint by a customer of unauthorized or inappropriate use or disclosure of his or her
CPNl. The ePNf Compliance Officer will request further information in Wllting, and
investigate or supervise the investigation of, any incident or group of incidents that
reasonably appear to entail pretexting.

In addition to the specific matters required to be reviewed and approved by the Company's
CPNI Compliance Officer, employees and agents, independent contractors and joint venture
partners are strongly encouraged to bring any and all other qm;stions, issues or wcertainties
regarding the use, disclosure, 01' access to CPNl to the attCfitiOll of the Company's CPNI
Compliance OfficeI' for appropriate investigation, review and guidance. The extent to which
a particular employee or agent brought II CPNI mattet to the attention of the CPNI
Compliance Officer and received apptopl'iate guidance is a material considetatioll in any
disciplinary action brought against the employee 01' agent fot impermissible use, disclosure
or access to CPNL

The Company has informed its employees and agents, independent contractotS and joint
venture partners that it considers compliance with the Communications Act and FCC Rules
regarding the use, disclosure, and access to CPNI to be vety important.

Violation by Company employees or agents of such CPNI requirements will lead to
disciplinary action (including remedial tralning, reprimilllds, l.l1lfuvorable pexformance
reviews, probation, and terrnination), depending upon the circumstances of the violation
(including the sevetity of the violation, whether the violation was a first time or repeat
violation, whether appropriate guidance was sought or received from the ePNI Compliance
Officer, and the extent to which the violation was or was not deliberate 01' malicious).

Violation by Compa.'1y independcnt contractors or joint venture partners of such CPNl
l'equirelllents will lead to prompt disciplinary action (lip to and inc!udifl.g remedial training
aud termination ofthe contract).


